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>50% Password Re-Use*

3

*Representative survey conducted by Bilendi & respondi in February 2022; n=1000 German Internet users >18 years old
Also:
Das et al.: The Tangled Web of Password Reuse. In: NDSS (2014)
Pearman et al.: Let's Go in for a Closer Look: Observing Passwords in Their Natural Habitat. In: CCS (2017)
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Credential Stuffing

4



77

Ak
am

ai
: A

PI
: T

he
 A

tt
ac

k
Su

rfa
ce

 T
ha

tC
on

ne
ct

s
U

s
Al

l. 
In

: [
st

at
e

of
th

e
in

te
rn

et
] (

20
21

).

>1B Attacks per Day
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Phishing
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99

2FA
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Low 2FA Adoption in 
Practice
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*In January 2018
Milka, G.: Anatomy of Account Takeover. In: Enigma 2018. USENIX (Jan 2018)

<10%*
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~4%*
*In December 2021
Newman, L. H.: Facebook Will Force More At-Risk Accounts to Use Two-Factor. In: Wired (Dec 2021)
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2.6%*
*In December 2021
Twitter: Account Security. In: Twitter Transparency Center (Jul 2022)
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Risk-Based Authentication 
(RBA)
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Username
Password

Risk Classification

Low Medium HighRisk:

IP Address
User Agent
...

Login History
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
Authentication

Proof for Additional 
Authentication

IP: Mallorca, ES
Chrome
Android 12
...

Username
Password
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
Authentication

Can‘t Access 
Additional 
Authentication

IP: Mallorca, ES
Chrome
Android 12
...

Username
Password
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Risk-Based Authentication

l Recommended by NIST[1]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

l But: Little or no research

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)

(before this thesis)
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Main Motivation

l Achieve broad understanding of RBA’s usability, 
security, and privacy aspects

l This can foster widespread user acceptance and 
deployment of RBA on online services
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State of Practice

“How do popular online services use RBA in practice, 
[...] and how do their user interfaces and requested 
additional authentication factors look like?”

RQ1
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State of Practice

IFIP SEC ‘19

Rank: CORE B
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Usability

State of Practice

IFIP SEC ‘19 

Rank: CORE B

“How do users perceive RBA’s usability and 
security compared to 2FA and password-only 
authentication [...]?”

RQ2
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Usability

State of Practice

IFIP SEC ‘19 

Rank: CORE B

“How can RBA’s re-authentication state of 
practice be improved regarding usability [...]?”

RQ3
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Usability

ACSAC ‘20

State of Practice

IFIP SEC ‘19

Ranks: CORE A

Rank: CORE B
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Usability

ACSAC ‘20
IFIP SEC ’20

State of Practice

IFIP SEC ‘19

Ranks: CORE A + B

Rank: CORE B
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Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

State of Practice

IFIP SEC ‘19

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B
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Security and
Privacy

State of Practice

IFIP SEC ‘19

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B
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Security and
Privacy

State of Practice

IFIP SEC ‘19

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

“How [...] does RBA have to be configured to achieve 
high usability and security [in a practical 
deployment]?”

RQ4
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Security and
Privacy

State of Practice

IFIP SEC ‘19

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

“What privacy challenges may arise with RBA use, 
and how can RBA systems be privacy enhanced 
while balancing security and usability in practice?”

RQ5
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Security and
Privacy

FC ’21

State of Practice

IFIP SEC ‘19

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

Rank: CORE A
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Security and
Privacy

FC ’21
IWPE ‘21

State of Practice

IFIP SEC ‘19

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

Rank: CORE A
+ Workshop
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Large-Scale
Online Service

State of Practice

IFIP SEC ‘19

Security and
Privacy

FC ’21
IWPE ‘21

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

Rank: CORE A
+ Workshop
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Large-Scale
Online Service

State of Practice

IFIP SEC ‘19

Security and
Privacy

FC ’21
IWPE ‘21

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

Rank: CORE A
+ Workshop

“How are RBA characteristics on a large-
scale online service and how can RBA [...] 
be optimized to achieve high usability, 
security, and privacy?”

RQ6
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Large-Scale
Online Service

TOPS ‘22

State of Practice

IFIP SEC ‘19

Security and
Privacy

FC ’21
IWPE ‘21

Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Ranks: CORE A + B
CiteScore 4.4

Rank: CORE B

Rank: CORE A
+ Workshop

Rank: CORE A
CiteScore 6.8

Open Data Impact Award ‘22
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Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Security and
Privacy

FC ’21
IWPE ‘21

Large-Scale
Online Service

TOPS ‘22

State of Practice

IFIP SEC ‘19
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“How do popular online services use RBA in practice, 
[...] and how do their user interfaces and requested 
additional authentication factors look like?”

RQ1
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5050Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
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Service Requested authentication factors

Amazon § Verification code (email*, text message)

Facebook § Approve login on another computer
§ Identify photos of friends
§ Asking friends for help
§ Verification code (text message)

GOG.com § Verification code (email)*

Google § Enter the city you usually sign in from
§ Verification code (email, text message, app, phone call)
§ Press confirmation button on second device

LinkedIn § Verification code (email)*

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
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52Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-based Authentication. In: ACSAC (2020). ACM

Combined State-Of-Practice RBA Dialog
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Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Security and
Privacy

FC ’21
IWPE ‘21

Large-Scale
Online Service

TOPS ‘22

State of Practice

IFIP SEC ‘19
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“How do users perceive RBA’s usability and 
security compared to 2FA and password-only 
authentication [...]?”

RQ2
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Users find RBA more usable than 2FA 

Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-based Authentication. In: ACSAC (2020). ACM
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Perceived Security of RBA comparable to 2FA

RBA ≈ 2FA
RBA > PW

Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-based Authentication. In: ACSAC (2020). ACM
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But: It depends on the use case

l RBA accepted for use cases involving 
sensitive data
l e.g., online shopping, social media

l For online banking: 2FA preferable

Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-based Authentication. In: ACSAC (2020). ACM
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But: It depends on the use case

l Re-authentication via email accepted 
in most use cases

l Phone number mostly not accepted 
l Exception: Online service involves 

sensitive financial data
l E.g., online banking

Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-based Authentication. In: ACSAC (2020). ACM
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“How can RBA’s re-authentication state of 
practice [using email] be improved regarding 
usability [...]?”

RQ3
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Show Verification Code in Email Subject Line and Body

l Speeds up authentication time
l Compared to code in email body only

(state of practice)

l ~5 seconds faster on desktop devices

Wiefling et al.: Evaluation of Risk-based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Show Verification Code in Email Subject Line and Body

l Better user feelings while authenticating
l Less nervous feelings reported (6%) than those 

having the code in the email body only (16%)

l Also less anxious (7%) than those having to 
click link in the email to verify (15%)

Wiefling et al.: Evaluation of Risk-based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Security and
Privacy

FC ’21
IWPE ‘21

Large-Scale
Online Service

TOPS ‘22

State of Practice

IFIP SEC ‘19
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“How [...] does RBA have to be configured to achieve 
high usability and security [in a practical 
deployment]?”

RQ4
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Only Few Features Useful
l 8 Server-Originated
l 27 Client-Originated

Wiefling et al.: What’s in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
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Server-Originated
l IP Address
l Round-Trip Time (new)
l Autonomous System Number
l Weekday and Hour of Login

Wiefling et al.: What’s in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
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Round-Trip Time
l Based on WebSockets

Wiefling et al.: What’s in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
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WebSocket Connection

Ping

Pong

Time between
Ping and Pong?

Round Trip Time

Wiefling et al.: What’s in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
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VPN 20 ms120 ms

Round-Trip Time = 120+20 ms

Target Country

Wiefling et al.: What’s in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
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“What privacy challenges may arise with RBA use, 
and how can RBA systems be privacy enhanced 
while balancing security and usability in practice?”

RQ5
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Privacy Threats
l Data Misuse
l Data Forwarding
l Data Breach

Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
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Privacy Enhancements
l Aggregating
l Hashing
l Truncation
l k-Anonymity
l Login History Minimization

Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
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Usability

ACSAC ‘20
IFIP SEC ’20
S&PM ‘21

Security and
Privacy

FC ’21
IWPE ‘21

Large-Scale
Online Service

TOPS ‘22

State of Practice

IFIP SEC ‘19
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“How are RBA characteristics on a large-scale online 
service and how can RBA [...] be optimized to achieve 
high usability, security, and privacy?”

RQ6
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Low Re-Authentication 
Rates in Practice

Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service.
In: TOPS (2022) ACM

l Even when blocking >99% of targeted attackers
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Round-Trip Time can Distinguish Countries, Regions, and Users

Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service.
In: TOPS (2022) ACM
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Main Contributions

l Uncovered RBA’s state of practice

l Deep insights and advances in RBA’s 
usability, security, and privacy

l Major improvements for RBA systems in practice

l Thesis substantially increased body of knowledge
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Key Findings

l Users prefer RBA to 2FA*
l Perceived security comparable to 2FA

l RBA# rarely asks legitimate users for re-authentication, 
even when blocking >99% of targeted attackers

l Privacy-enhanced RBA is possible
l Only few features useful for risk estimation 

*In use cases with sensitive data involved
# Using the Freeman et al. (2016) model
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Impact
l Fostered RBA adoption worldwide

l Roll-out Telenor (>185M users)
l Open data, open source solution, Okta, MIT, TU Eindhoven

l Increased awareness
l riskbasedauthentication.org (Google #1 when searching RBA)
l Bruce Schneier, >125 citations (e.g., USENIX Security, CCS)

l Improved real-world RBA solutions
l Responsible disclosure (>3B Facebook users)
l RTT feature
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Future Research Directions

l State of RBA today

l Usability for administrators

l Influence of anti-tracking measures




