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>50% Password Re-Use™

*Representative survey conducted by Bilendi & respondi in February 2022; n=1000 German Internet users >18 years old
Also:

Das et al.: The Tangled Web of Password Reuse. In: NDSS (2014)
Pearman et al.: Let's Go in for a Closer Look: Observing Passwords in Their Natural Habitat. In: CCS (2017)



Credential Stuffing
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Daily Credential Abuse Attempts
January 1, 2020 — June 30, 2021
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Daily Credential Abuse Attempts
January 1, 2020 — June 30, 2021

>1B Attacks per Day
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Akamai: API: The Attack Surface That Connects Us All. In: [state of the internet] (2021).

Total Logins 7-Day Average




Phishing



22 CRIME TYPES

By Victim Count
 Crime Type Victims

Phishing 300,497
Personal Data Breach
Non-Payment/Non-Delivery
Extortion

Tech Support

Investment

Identity Theft

Credit Card/Check Fraud
BEC

Spoofing
Confidence/Romance
Employment
Harassment/Stalking

Real Estate

Government Impersonation
Advanced Fee

Other

Overpayment
Lottery/Sweepstakes/Inheritance
Data Breach

Crimes Against Children
Ransomware

Threats of Violence
IPR/Copyright/Counterfeit
SIM Swap

Malware

Botnet

Federal Bureau of Investigation: Internet Crime Report 2022 (2023)
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Low 2FA Adoption in
Practice



G <10%~

*In January 2018
Milka, G.: Anatomy of Account Takeover. In: Enigma 2018. USENIX (Jan 2018)
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~4% ™

*In December 2021
Newman, L. H.: Facebook Will Force More At-Risk Accounts to Use Two-Factor. In: Wired (Dec 2021)
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W o2.6%"

*In December 2021
Twitter: Account Security. In: Twitter Transparency Center (Jul 2022)
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Risk-Based Authentication
(RBA)
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ﬁ

Risk Classification Login History

Low Medium
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Additional Risk Classification

Authentication Medium
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Verify Your |dentity

For security reasons we would like to verify
your identity. This is required when
something about your sign-in activity
changes, like signing in from a new location
or a new device.

We've sent a security code to the emall
address em*il@ad*****. Please enter the
code to log in.

Security code

Did not receive email? Re-send code.

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23
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Username Y

Password
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Additional Risk Classification

Authentication Medium

Can't Access
Additional

Authentication
—
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NIST Special Publication 800-63B

Risk-Based Authentication Digital Identity Guidelines

Authentication and Life e Management

Recommended by NIST!"!

Elaine M. Newton

Ray A. Perlner

Andrew R. Regenscheid
William E. Bunr

Justin P. Richer

Privacy Authors:
Naomu B. Lefkovitz
Jamie M. Danker

Usability Authors:

Yee-Yin Choong
Kristen K. Greene
Mary F. Theofanos

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-63b

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23 29
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Mo
| & ISecurity Centre

& Homo » Cloud security guidance

Risk-Based Authentication

Recommended by NIST!", NCSC2 and others
e

10. Identity ang Quthentication

All access to service interfaces should be constrained to Quthenticateq
and Quthoriseq individugls.

t
your systems, resulting in

service, or g denial of service,

Implementation - Identity ang Quthentication

. SP 800_63b (201 7) . . Two factor
i : Digital identity guidelines. Tech. Rep-' NIST. 10, Identity and authentication. (2018)
11 Grassi et allb Igs curity Centre: Cloud security guidance: 10,
. e .
[2] National Cyber

Quthentication

Guidance

Users Quthenticate with a
username angd either g
hordwaro/som'.'orc token, or

This approach IS considereq 900d practice,

assuming that st ndard, ang well tested,
Quthentication schemes are used.

Stephan Wiefling | @ @swieﬂing@hci.solcial .
IoBergen Norway | PasswordsCon ‘23
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Risk-Based Authentication

BRIEFING ROOM

Executive Order on Improv'mg the

Rec
Re Omn;ended by NIST[1], NCSC[Z] and Oth Nation’sCybersecurity
uired i ers

q in the US by Presidential Order!3!

MAY 12, 2021 * PRES\DENT\AL ACTIONS

By the authority vested in me a$ president by the
Constitution and the laws of the United States of America,
it is hereby ordered as follows:

Section L. policy. The United States faces persistent

and incrcz\smg\) sophist'\cutcd malicious cyber campaigns
that threaten the public sector, the private secto’
ultimately the American people’s security and privacy-
Federal Government must improve its efforts t0 identify,
deter, protect against, detect, and respond to these actions
and actors. The Federal Government must also carefully
examine what urred during any major cyber jncident

and apply lessons learned. But cyhcrsccurity requires more

than govcmmcm action. protecting our Nation from

malicious cyber actors requires the Federal Government to

[1] Grassi et i
al..D identi '
igital identity guidelines. Tech. Rep. NIST S
. Rep. P 800-63b (201
7)

[2] National C
| yber Security Ce
n . ]
3] Biden Jr.. JR. Executivye Ordterf.of]lcl)ud security guidance: 10, Identit
mproving the Nation’s C)}bersecluyr-indT?]uthemication. (2018) ot tothe continuously changine threat environmer
ity. The White Hou
se. (2021)

partner with the private sector. The private sector must
ensure its products are built and operate securely, and
partner with the Federal Government t0 foster a more
secure cyberspace- In the end, the trust we place in our
digital infrastructuré should be proportionz\\ to how

rustworthy and transparent that infrastructuré is, and to

the consequences we will incur if that trust is misplnccd.

Stephan Wiefli
phan Wiefling | @ @swiefling@hci.social

Berge
gen, Norway | PasswordsCon ‘23 31



Hochschule
Sonn-Rhein-Sieg
niversity of Applied Sciences

THE WHITE HOUSE

Risk-Based Authentication

BRIEFING ROOM

Executive Order on Improv'mg the
Nation’s Cybersecurity

Recom
m _
Requi OIended by NIST!, NCSCI?! and oth
u | re i n . e rS MAY 12,2021 * SRESIDENTIAL ACTIONS
the US by Presidential Order!3! ‘23;,;‘::::::::;‘:;;'::z:%i;:':::;1::;*::.‘:‘;1::;:‘:;

More u
Sable ¢ is hereby -dered as follows:
than comparable 2FA methods*

and increasingly sophist'\cutcd malicious cyber campaigns

that threaten the public gector, the private sector, and
ultimately the American y and privacy. The
Federal Government must improve its efforts t0 identify,
deter, protect against, detect, and respond to these actions
and actors. The Federal Government must also carefully

examine what occurred during any major cyber jncident

and apply lessons learned. But cyhcrsccurity requires more

than govcmmcm action. protecting our Nation from

malicious cyber actors requires the Federal Government to

[1] Grassi et i
al..D identi '
igital identity guidelines. Tech. Rep. NIST S
. Rep. P 800-63b (201
7)

[2] National C
yber Security Centre:
y Centre: Cloud security guidance: 10, Identit
: 10, Identity and authenticati
ation. (2018)

[3] Biden Jr
. J.R.: Executive
Order o '
n Improving the Nation's Cybersecurity. Th
y. The White House. (
.(2021)

[4] Wiefli
ing etal.: M
Risk-ba . More Than Just G
sed - ood
Authentication. In; ACSAC ’ Passwords? A Stud " | :
' AC 20 ACM (2 y on Usablllty and S . partner with the Federal Government t0 foster a more
020) ecu”ty Perceptions 01: secure cyberspace: In the end, the crust we place in out

partner with the private sector. The private sector must
adapt to the continunusly changing threat environment,

ensure its products are built and operate securely, and

digital infrastructuré should be proportionz\\ to how

rustworthy and transparent that infrastructuré is, and to

the consequences we will incur if that trust is misplnccd.

Stephan Wiefli
phan Wiefling | @ @swiefling@hci.social

Berge
gen, Norway | PasswordsCon ‘23 32
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Risk-Based Authentication

Recommended by NIST

Required in the US by
More usable than com

111 NCSCI2 and others
Presidential Order!3]

[1] Grassi et :
al.: Digital identi .
[2] National C identity guidelin
_ yber Security Centre: es. Tech. Rep. NIST SP
[3] Biden Jr., J.R.: ExeCUtiVye Orr:er?-oilcl)ud security guidance: 108?3(;?]313 (2017)
mproving the Nation's C);bersecltyri?ndT?mUthentication' (2018)
y. The White House. (

- (2021)

[4] Wieflin
_ g etal.: Mor
Risk-b Nore Than Just G
ased Authentication. In: ACSAEO'%I(I)Da;\SCVI\\I/(I)r(dS? A study on Usability and
_ 2020) y and Security Percepti
ptions of

But: Limited research Oa{able 2FA methods!*!
on large online servi
services
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Pump Up Password Security!
Evaluating and Enhancing

Risk-Based Authentication on a Real-World
Large-Scale Online Service

Stephan Wiefling, Paul René Jargensen™, Sigurd Thunem™, Luigi Lo lacono

Published in ACM TOPS ‘23
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Overview

QStudy Results

(93 Open Source
{ <>}

)
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Large-Scale Study
-\ telenor ID

Login Create

3.3M Users
>31M Login Attempts
Collected over one Year

Log in with your Telenor ID

Mobile or email

[Z/[ Stay logged in
Uncheck on public computer

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23 37



N,
(=]
Lo
Aep aad
sjdwajje uibog
JO JaquINN

0K

O
]
)
>
o
Z
)
&)
@)
o,
(<]
wn
o
i}
<
E
—
[
=
—_
>
@
b
o
o,
<
o
@
b
Q
(D]
[y
(e
¢]
—

O 1n o wn o wn o
A~NO FHF M A

opnurw Jod
sydwa]ye uibog

URIPOIN

Hour of Day

+ Failed

Successful
= Successful

Login Result

59

30
Minute

S (@] o (=]
O <f (@

sydwajre utbog
URIPOIN

38



Hochschule
Bonn-Rhein-Sieg
University of Applied Sciences

Login Frequency

Several Every Several

Less than a month weeks week days

Daily
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Device Type

80% 100%
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Freeman et al. Algorithm

Comparable to models apparently used by Google,
Amazon, and LinkedIn

Freeman et al.: Who Are You? A Statistical Approach to Measuring User Authenticity. NDSS (2016)

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23 Zy



Hochschule
Bonn-Rhein-Sieg
University of Applied Sciences

Score, .- (FeatureValues) =
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d
FV.
Score .o (FV) = 1_[ p(—k)
k=1
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d

Score .o (FV) = 1_[

k=1

p(FVy)
p(FVi |user, legitimate)

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23 46



Hochschule
Bonn-Rhein-Sieg
University of Applied Sciences

d
p(FVi)
Suer 1) = ([ [ 2D
user (FV) (k—1 p(FVi |user, legitimate)>
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d

1—[ p(FV3,) ) p(user|attack)

1 P (FVi|user, legitimate)

Suser (FV) — (
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ﬁ p(FV}) ) p(user|attack)

S FV) = w(userlleaitimate)
user (FV) ( p(FVy|user,legitimate) | p(user|legitimate)

k=1
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Attacker Models
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Naive Attacker
Login Credentials
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VPN Attacker
Country

Naive Attacker
Login Credentials
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VPN Attacker
Country

Naive Attacker
Login Credentials

Targeted Attacker
City, Browser, Device
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VPN Attacker
Country

Naive Attacker
Login Credentials

Targeted Attacker
City, Browser, Device

Very Targeted Attacker

Verified Breaches
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Naive Attacker ) VPN Attacker Targeted Attacker Very Targeted Attacker
Login Credentials Country City, Browser, Device Verified Breaches

2.2M 58k 87
97% 3% <0.0001%

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23 55
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Overview

QStudy Results

(Q} Open Source
{ <>}

o
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Low Re-Authentication
Rates In Practice
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Low Re-Authentication
Rates In Practice

Even when blocking >99% of targeted attackers
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Naive Attacker
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Naive Attacker

0 5 10 15 20 25 30 35 40
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Naive Attacker

TPR
0.9990 0.9800
—e— 0.9950 —e— (.9700
—e— 0.9900

0 5 10 15 20 25 30
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Naive Attacker

- TPR
! 0.9990 0.9800
| —— 0.9950 —e— 0.9700
| —— 0.9900

0 5 10 15 20 25 30 35 40
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Naive Attacker

g Re-Authentication
i Decreases With More
TR Logins
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Naive Attacker VPN Attacker

= T Re-Authentication
e ;S Increases With
s tanaEreanl Stronger Attackers
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VPN Attacker Targeted Attacker

—= T i Re-Authentication
b N Increases With
e Ra i e Bana el  Stronger Attackers
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Targeted Attacker Very Targeted Attacker

= T Em| Re-Authentication

—e— 0.9950 d | —e— (.8966
—e— 0.9900 : 0.8276
0.9800 : —e— 0.7816

PN e B Increases With
alae s e Stronger Attackers
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RBA Behavior Changes
With Login Frequency
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Less Frequently

0.9990

—— 0.9950

0.9800

Seeess —— 0.9700

Re-Authentication
Rates
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Less Frequently

TPR

0.9990
—e— 0.9950
—e— (0.9900

0.9800
—e— 0.9700

Less
Re-Authentication
for Daily Logins
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Less Frequently

0.9990

—— 0.9950

0.9800

Seeess —— 0.9700

TPR
0.9990
—e— (0.9950
—e— (.9900
0.9800

TPR

0.9990
—e— (.9950
—e— 0.9900

0.9800
—e— (0.9700
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Login History
Minimization
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Remove Global Login
History After n Months
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Round-Trip Time
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Round-Trip Time

Based on WebSockets
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WebSocket Connection

Time between
Ping and Pong? ~
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WebSocket Connection

Time between
Ping and Pong? ~

Round Trip Time
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Round-Trip Time can Distinguish Countries, Regions, and Users
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Optimization Needed
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Use Hash Tables

Reduced median authentication time from 3.2s to 0.2s
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Overview

Results (Q) Open Source ': Conclusion
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openstack.

Verify Your Identity

Risk-Based Authentication for
OpenStack:

A Fully Functional Implementation and
Guiding Example

Vincent Unsel, Stephan Wiefling, Nils Gruschka™, Luigi Lo lacono

Published at ACM CODASPY 23
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RBA Plugin S

openstack.

Verify Your Identity

First fully functional plugin for
OpenStack cloud computing
platform
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Frontend -

Verify Your Identity

Based on state of practice found in
real-world solutions

Amazon, Facebook, GOG.com, Google,
LinkedIn, and Microsoft

e a message? Re-send code

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
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Frontend -

Verify Your Identity

E-Mail verification via code

Generic RBA dialog based on studied
online services

Did not receive a message? Re-send code

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
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Verification Method

Designed by recommendations of
usability studies

Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
Wiefling et al.: Evaluation of Risk-Based Re-Authentication Methods. In: IFIP SEC (2020). Springer

Stephan Wiefling | @ @swiefling@hci.social
Bergen, Norway | PasswordsCon ‘23 99



Hochschule

Bonn-Rhein-Sieg
University of Applied Sciences

Verification Method

E-Mail verification
Six digit code in email subject line and body

Can be modified in plugin

Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
Wiefling et al.: Evaluation of Risk-Based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Feature Selection

Most effective ones to identify users

Based on findings of multiple security
and privacy analysis studies

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE

Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS
(2023). ACM.
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eature Selection

P Address
User Agent String
Round-Trip Time

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE

Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS
(2023). ACM.
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Feature Selection

Can be extended in plugin

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE

Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS
(2023). ACM.
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Overview
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Conclusion

Results (Q) Open Source . .
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RBA* can achieve low re-authentication rates
when blocking >99% targeted attackers

» But it depends on the user base

RTT is promising feature to replace IP address

Optimization can bring performance gain

Dataset Download available at
riskbasedauthentication.org

*Using the Freeman et al. (2016) model
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» Provide Open Source Plugin for OpenStack™
o Blueprint for Developers

o Guidance on how to test and strengthen RBA

implementations in the paper™

o Outlook:
o Putting RBA into more Open Source software

o Continuous Authentication

*rbainfo.org/opensource
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Thank you

riskbasedauthentication.org
das.h-brs.de

a stephan.wiefling@h-brs.de

@swiefling@hci.social
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