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>50% Password Re-Use*

3

*Representative survey conducted by Bilendi & respondi in February 2022; n=1000 German Internet users >18 years old
Also:
Das et al.: The Tangled Web of Password Reuse. In: NDSS (2014)
Pearman et al.: Let's Go in for a Closer Look: Observing Passwords in Their Natural Habitat. In: CCS (2017)
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Credential Stuffing
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>1B Attacks per Day
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Phishing

8



99

Federal Bureau of Investigation: Internet Crime Report 2022 (2023)
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2FA
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Low 2FA Adoption in 
Practice
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*In January 2018
Milka, G.: Anatomy of Account Takeover. In: Enigma 2018. USENIX (Jan 2018)

<10%*
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~4%*
*In December 2021
Newman, L. H.: Facebook Will Force More At-Risk Accounts to Use Two-Factor. In: Wired (Dec 2021)
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2.6%*
*In December 2021
Twitter: Account Security. In: Twitter Transparency Center (Jul 2022)
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Risk-Based Authentication 
(RBA)
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Username
Password
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Username
Password

IP Address
User Agent
...
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Username
Password

Risk Classification

IP Address
User Agent
...
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Username
Password

Risk Classification

IP Address
User Agent
...

Login History
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Username
Password

Risk Classification

Low Medium HighRisk:
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Username
Password

IP: H-BRS, Germany
Chrome
Windows 11
...
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„Same device as
always“

Risk Classification

Low

Username
Password
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Windows 11
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IP: Bergen, Norway
Chrome
Android 12
...

Username
Password
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
Authentication
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Chrome
Android 12
...
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Risk-Based Authentication

l Recommended by NIST[1]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

l More usable than comparable 2FA methods[4]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)
[4] Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of
Risk-based Authentication. In: ACSAC ’20. ACM (2020)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

l More usable than comparable 2FA methods[4]

l But: Limited research on large online services

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)
[4] Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of
Risk-based Authentication. In: ACSAC ’20. ACM (2020)
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Stephan Wiefling, Paul René Jørgensen*, Sigurd Thunem*, Luigi Lo Iacono
H-BRS University of Applied Sciences, Germany
Telenor Digital, Norway (*)

Pump Up Password Security!
Evaluating and Enhancing
Risk-Based Authentication on a Real-World 
Large-Scale Online Service

Published in ACM TOPS ‘23
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Overview

Study Results Open Source 



Bergen, Norway | PasswordsCon ‘23
Stephan Wiefling |  @swiefling@hci.social

36

Overview

Study Results Open Source 
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Large-Scale Study

l 3.3M Users

l >31M Login Attempts
l Collected over one Year
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Less than a month
Several
weeks

Every
week

Several
days Daily

0% 20% 40% 60% 80% 100%
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0% 20% 40% 60% 80% 100%

Device Type
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Freeman et al. Algorithm
l Comparable to models apparently used by Google, 

Amazon, and LinkedIn

Freeman et al.: Who Are You? A Statistical Approach to Measuring User Authenticity. NDSS (2016)
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Attacker Models
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Naive Attacker
Login Credentials
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Naive Attacker VPN Attacker
Login Credentials Country
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Naive Attacker VPN Attacker Targeted Attacker
Login Credentials Country City, Browser, Device
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Naive Attacker VPN Attacker Targeted Attacker
Login Credentials Country City, Browser, Device

Very Targeted Attacker
Verified Breaches
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Naive Attacker VPN Attacker Targeted Attacker
Login Credentials Country City, Browser, Device

Very Targeted Attacker
Verified Breaches

2.2M 58k 87
97% 3% <0.0001%
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Overview

Study Results Open Source 
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Low Re-Authentication 
Rates in Practice
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Low Re-Authentication 
Rates in Practice

l Even when blocking >99% of targeted attackers
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Re-Authentication 
Decreases With More 

Logins
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Re-Authentication 
Increases With 

Stronger Attackers
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Re-Authentication 
Increases With 

Stronger Attackers
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Re-Authentication 
Increases With 

Stronger Attackers
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RBA Behavior Changes 
With Login Frequency
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Re-Authentication 
Rates
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Less
Re-Authentication 

for Daily Logins
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Same Tendency for All 
Attacker Models
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Login History 
Minimization
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Remove Global Login 
History After 𝑛 Months
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Increases 
overall re-

authentication 
rate
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But: Not as 
high for daily 

users
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Round-Trip Time
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Round-Trip Time
l Based on WebSockets
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WebSocket Connection
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Ping

WebSocket Connection
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Ping

Pong

WebSocket Connection
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Ping

Pong

Time between
Ping and Pong?

WebSocket Connection
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WebSocket Connection

Ping

Pong

Time between
Ping and Pong?

Round Trip Time
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Target Country

VPN
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Target Country

VPN120 ms
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Target Country

VPN 20 ms120 ms
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VPN 20 ms120 ms

Round-Trip Time = 120+20 ms

Target Country
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Round-Trip Time can Distinguish Countries, Regions, and Users
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Optimization Needed
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Optimization Needed
l Many queries per risk score calculation
l Risk of Denial of Service
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Long Risk Score 
Calculation = 

Prone to Denial 
of Service
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Use Hash Tables
l Reduced median authentication time from 3.2s to 0.2s
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Overview

Results Open Source Conclusion
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Risk-Based Authentication for
OpenStack:
A Fully Functional Implementation and 
Guiding Example

Published at ACM CODASPY ‘23
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RBA Plugin

l First fully functional plugin for 
OpenStack cloud computing 
platform
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Frontend
l Based on state of practice found in 

real-world solutions
l Amazon, Facebook, GOG.com, Google, 

LinkedIn, and Microsoft

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
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Frontend
l E-Mail verification via code
l Generic RBA dialog based on studied 

online services

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
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Verification Method
l Designed by recommendations of 

usability studies

Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
Wiefling et al.: Evaluation of Risk-Based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Verification Method
l E-Mail verification

l Six digit code in email subject line and body

l Can be modified in plugin

Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
Wiefling et al.: Evaluation of Risk-Based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Feature Selection
l Most effective ones to identify users
l Based on findings of multiple security 

and privacy analysis studies

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS 
(2023). ACM.
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Feature Selection
l IP Address
l User Agent String
l Round-Trip Time

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS 
(2023). ACM.
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Feature Selection
l Can be extended in plugin

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS 
(2023). ACM.
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Overview

Results Open Source Conclusion
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Summary

l RBA* can achieve low re-authentication rates 
when blocking >99% targeted attackers
l But it depends on the user base

l RTT is promising feature to replace IP address
l Optimization can bring performance gain

l Dataset Download available at 
riskbasedauthentication.org

*Using the Freeman et al. (2016) model
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l Provide Open Source Plugin for OpenStack*
l Blueprint for Developers

l Guidance on how to test and strengthen RBA 
implementations in the paper*

l Outlook:

l Putting RBA into more Open Source software
l Continuous Authentication

*rbainfo.org/opensource

Summary
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Thank you

stephan.wiefling@h-brs.de

@swiefling@hci.social

riskbasedauthentication.org
das.h-brs.de




