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>50% Password Re-Use*
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*Representative survey conducted by Bilendi & respondi in February 2022; n=1000 German Internet users >18 years old
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Credential Stuffing
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>1B Attacks per Day
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2FA
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Low 2FA Adoption in 
Practice
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*In January 2018
Milka, G.: Anatomy of Account Takeover. In: Enigma 2018. USENIX (Jan 2018)

<10%*
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~4%*
*In December 2021
Newman, L. H.: Facebook Will Force More At-Risk Accounts to Use Two-Factor. In: Wired (Dec 2021)
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2.6%*
*In December 2021
Twitter: Account Security. In: Twitter Transparency Center (Jul 2022)
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Risk-Based Authentication 
(RBA)
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Username
Password
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Username
Password

IP Address
User Agent
...
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Username
Password

Risk Classification

IP Address
User Agent
...
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Username
Password

Risk Classification

IP Address
User Agent
...

Login History
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Username
Password

Risk Classification

Low Medium HighRisk:

IP Address
User Agent
...

Login History
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Username
Password

IP: H-BRS, Germany
Chrome
Windows 11
...
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„Same device as
always“

Risk Classification

Low

Username
Password

IP: H-BRS, Germany
Chrome
Windows 11
...
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IP: Charlotte, USA
Chrome
Android 12
...

Username
Password
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
Authentication

IP: Charlotte, USA
Chrome
Android 12
...

Username
Password
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„There‘s
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Risk Classification
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Additional 
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
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Android 12
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
Authentication

Proof for Additional 
Authentication

IP: Charlotte, USA
Chrome
Android 12
...

Username
Password
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„There‘s
something

different here“

Risk Classification

Medium

Additional 
Authentication

Can‘t Access 
Additional 
Authentication

IP: Charlotte, USA
Chrome
Android 12
...

Username
Password
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Risk-Based Authentication

l Recommended by NIST[1]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)



Charlotte, NC, USA | CODASPY ‘23
Vincent Unsel, Stephan Wiefling, Nils Gruschka, Luigi Lo Iacono

29

Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

l More usable than comparable 2FA methods[4]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)
[4] Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of
Risk-based Authentication. In: ACSAC ’20. ACM (2020)
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Risk-Based Authentication

l Recommended by NIST[1], NCSC[2] and others
l Required in the US by Presidential Order[3]

l More usable than comparable 2FA methods[4]

l But: Lack of Open Source solutions

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2] National Cyber Security Centre: Cloud security guidance: 10, Identity and authentication. (2018)
[3] Biden Jr., J.R.: Executive Order on Improving the Nation’s Cybersecurity. The White House. (2021)
[4] Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of
Risk-based Authentication. In: ACSAC ’20. ACM (2020)
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RBA Plugin

l First fully functional plugin for 
OpenStack cloud computing 
platform
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Frontend
l Based on state of practice found in 

real-world solutions
l Amazon, Facebook, GOG.com, Google, 

LinkedIn, and Microsoft

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
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Frontend
l E-Mail verification via code
l Generic RBA dialog based on studied 

online services

Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC (2019). Springer
Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
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Verification Method
l Designed by recommendations of 

usability studies

Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
Wiefling et al.: Evaluation of Risk-Based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Verification Method
l E-Mail verification

l Six digit code in email subject line and body

l Can be modified in plugin

Wiefling et al: More Than Just Good Passwords? A Study on Usability and Security Perceptions of Risk-Based Authentication. In ACSAC (2020). ACM
Wiefling et al.: Evaluation of Risk-Based Re-Authentication Methods. In: IFIP SEC (2020). Springer
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Feature Selection
l Most effective ones to identify users
l Based on findings of multiple security 

and privacy analysis studies

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS 
(2023). ACM.
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Feature Selection
l IP Address
l User Agent String
l Round-Trip Time

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS 
(2023). ACM.
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Feature Selection
l Can be extended in plugin

Wiefling et al.: What's in Score for Website Users: A Data-Driven Long-Term Study on Risk-Based Authentication Characteristics. In: FC (2021). Springer
Wiefling et al.: Privacy Considerations for Risk-Based Authentication Systems. In: IWPE (2021). IEEE
Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online Service. In: TOPS 
(2023). ACM.
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Freeman et al. Algorithm
l Low Re-Authentication Rates in Practice
l Even when blocking 99% of targeted attackers*

Freeman et al.: Who Are You? A Statistical Approach to Measuring User Authenticity. NDSS (2016)
*Wiefling et al.: Pump Up Password Security! Evaluating and Enhancing Risk-Based Authentication on a Real-World Large-Scale Online 
Service. In: TOPS (2022) ACM
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OpenStack Horizon OpenStack Keystone

Controller Node

Login
History

User Authentication Authentication API
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OpenStack Horizon OpenStack Keystone

GET
OK

Controller Node

Login
History

User Authentication Authentication API

Initial login
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OpenStack Horizon OpenStack Keystone

GET
OK

Controller Node

Login
History

 get_history()POSTPOST

User Authentication Authentication API

risk_score()

Initial login

IP, User Agent, …
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OpenStack Horizon OpenStack Keystone

success

GET
OK

Controller Node

Login
History

 get_history()POSTPOST

CREATEDFOUND
 create_entry()

User Authentication Authentication API

risk_score()

Initial login
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OpenStack Horizon OpenStack Keystone

failure

GET
OK
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Controller Node

Login
History

 get_history()POSTPOST

UNAUTHORIZED

User Authentication Authentication API

risk_score()

Initial login
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suspicious

OpenStack Horizon OpenStack Keystone

GET
OK

Controller Node

Login
History

 get_history()POSTPOST

User Authentication Authentication API

generate_passcode()

risk_score()

store_credentials()

OK

Initial login

UNAUTHORIZED

Passcode
verification

send_passcode()
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suspicious

OpenStack Horizon OpenStack Keystone
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OK
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Login
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suspicious

verified

OpenStack Horizon OpenStack Keystone

GET
OK
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Login
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suspicious

disaproved

OpenStack Horizon OpenStack Keystone

GET
OK
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Login
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Summary

l Provide Open Source Plugin for OpenStack*
l Blueprint for Developers

l Guidance on how to test and strengthen RBA 
implementations in the paper

l Outlook:

l Putting RBA into more Open Source software
l Continuous Authentication

*rbainfo.org/opensource
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Thank you

stephan.wiefling@h-brs.de

@swiefling@hci.social

riskbasedauthentication.org
das.h-brs.de


